Exact Gap Computation for Code Coverage Metrics

Dirk Richter, Christian Berg

7th Workshop on Model-Based Testing
March 25, 2012

Martin-Luther-Universitat Halle-Wittenberg
Naturwissenschaftliche Fakultat 111, Institut fiir Informatik,
Lehrstuhl Softwaretechnik und Programmiersprachen,
http://swt.informatik.uni-halle.de/


http://swt.informatik.uni-halle.de/

Overview

Motivation

@ test generation + test data selection difficult



Overview

Motivation

@ test generation + test data selection difficult

@ code coverage metrics: estimate quality of test suites



Overview

Motivation

@ test generation + test data selection difficult
@ code coverage metrics: estimate quality of test suites
@ coverage 100% — quality fine



Overview

Motivation

@ test generation + test data selection difficult

@ code coverage metrics: estimate quality of test suites
@ coverage 100% — quality fine

@ practice: 100% impossible (e.g. dead code)



Overview

Motivation

test generation + test data selection difficult

code coverage metrics: estimate quality of test suites

°

°

@ coverage 100% — quality fine

@ practice: 100% impossible (e.g. dead code)
°

tester improve test suite: Is adding an extra test wise?



Overview

Motivation

test generation + test data selection difficult

code coverage metrics: estimate quality of test suites
coverage 100% — quality fine

practice: 100% impossible (e.g. dead code)

tester improve test suite: Is adding an extra test wise?

Question: What is the maximal possible coverage?



Overview

Motivation

test generation + test data selection difficult

code coverage metrics: estimate quality of test suites
coverage 100% — quality fine

practice: 100% impossible (e.g. dead code)

tester improve test suite: Is adding an extra test wise?

Question: What is the maximal possible coverage?
presented here: framework to answer this exactly



Overview

Motivation

test generation + test data selection difficult

code coverage metrics: estimate quality of test suites
coverage 100% — quality fine

practice: 100% impossible (e.g. dead code)

tester improve test suite: Is adding an extra test wise?

Question: What is the maximal possible coverage?
presented here: framework to answer this exactly
e based on: model checking techniques



Overview

Motivation

test generation + test data selection difficult

code coverage metrics: estimate quality of test suites
coverage 100% — quality fine

practice: 100% impossible (e.g. dead code)

tester improve test suite: Is adding an extra test wise?

Question: What is the maximal possible coverage?
presented here: framework to answer this exactly

o based on: model checking techniques
e ISO-C compatible semantic
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Basics Framework

char y,z;

void

b0 :
Ib1 :
b2 :

void

IcO:

else
Ic3:

void

la0:
lal:
la2:

b() {

if(y<z)return

z=y/z;

return; }

c() {

if (z =0)
lcl: z = 10
lc2: b();

return ;

a() {
z=z+1;

c();

return ;

main() {
z=0;
y=1
b();
a();

return ;

}

}

}

Step 1

Step 3

Step 2+4

Approximation

Summary

b4

1bl: z=y/z;
return;

10: z=0; b1l v
11: y=1; /V{lbO: if (y<z) ‘ b2
12: b(); tru Ise
1b': return; b3
1b2:
la0: z=z+1;
lal: c();
lco: if (z==0) b7
tru Ise
lcl: z=10; b8 IERE

b(); |b9

b1

b11
p-1c3: return;}b—10>\1a2 :return; = 14:return;

Example P; in ISO-C syntax and corresponding BBI-CFG

nodes: blocks(P), edges(P) :

interprocedural control flow
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Code Coverage Metrics v

@ test suite t € Tp: set of tests t = {ay, an,...} for program P
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Code Coverage Metrics 7y

@ test suite t € Tp: set of tests t = {ay,an,...} for program P
@ code coverage metric v : Tp — [0, 1] monotonically increasing
o function coverage ~F(t) := |func(t)|/|func(P)|
e statement coverage 7L (t) := |stats(t)|/|stats(P)|

15



Basics

Code Coverage Metrics 7y

test suite t € Tp: set of tests t = {aq, ap, ...} for program P
code coverage metric v : Tp — [0, 1] monotonically increasing
function coverage ~F(t) := |func(t)|/|func(P)|

statement coverage v/ (t) := |stats(t)|/|stats(P)|

decision coverage 7/ (t) := |edges(t)|/|edges(P)|
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Basics

Code Coverage I\/Ietrlcs y

test suite t € Tp: set of tests t = {aq, ap, ...} for program P
code coverage metric v : Tp — [0, 1] monotonically increasing
function coverage ~F(t) := |func(t)|/|func(P)|

P(t) := |stats(t)|/|stats(P)|
decision coverage 7/ (t) := |edges(t)|/|edges(P)|
branch coverage 7} (t) := |blocks(t)|/|blocks(P)|

statement coverage .
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Basics

Code Coverage I\/Ietrlcs y

@ test suite t € Tp: set of tests t = {ay,an,...} for program P
@ code coverage metric v : Tp — [0, 1] monotonically increasing
o function coverage ~F(t) := |func(t)|/|func(P)|

o statement coverage 7L (t) := |stats(t)|/|stats(P)|

o decision coverage 7 (t) := |edges(t)|/|edges(P)|

o branch coverage 7} (t) := |blocks(t)|/|blocks(P)|

@ bExpr(l) = {e1,e2,...en} ... set of all boolean sub-expressions
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Basics Frame

Code Coverage I\/Ietrlcs y

e 6 6 6 o o

test suite t € Tp: set of tests t = {aq, ap, ...} for program P
code coverage metric v : Tp — [0, 1] monotonically increasing
= |func(t)|/|func(P)|

= |stats(t)|/|stats(P)|

= |edges(t)|/|edges(P)|

= |blocks(t)|/|blocks(P)|

function coverage ~F(t
P
75 (

branch coverage v, (t

t
t

\_/V

statement coverage .

decision coverage

vv

bExpr(l) = {e1,e2,... €} ... set of all boolean sub-expressions
BExpr(P) :={(l,e) o | € labels(P), e € bExpr(/)}
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Basics Frame

Code Coverage I\/Ietrlcs y

e 6 6 6 o o

test suite t € Tp: set of tests t = {aq, ap, ...} for program P
code coverage metric v : Tp — [0, 1] monotonically increasing
= |func(t)|/|func(P)|

= |stats(t)|/|stats(P)|

= |edges(t)|/|edges(P)|

= |blocks(t)|/|blocks(P)|

function coverage ~F(t
P
75 (

branch coverage v, (t

t
t

\_/V

statement coverage .

decision coverage

vv

bExpr(l) = {e1,e2,... €} ... set of all boolean sub-expressions
BExpr(P) :={(l,e) o | € labels(P), e € bExpr(/)}

condition or predicate coverage metric:
VP () 1= exval(t, P) /(2 - | BExpr(P)])

20



Basics

Code Coverage Metric Gap o

@ let v: Tp — [0,1] be a code coverage metric
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@ let v: Tp — [0,1] be a code coverage metric
e code coverage metric gap J,(P) := infie 7, (1 — (1))

@ smallest diff.: practical coverage ratio vs. theoretical maximum
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Code Coverage I\/Ietrlc Gap 5

@ let v: Tp — [0,1] be a code coverage metric
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Basics Frame: Step 1

Code Coverage I\/Ietrlc Gap 5

let v: Tp — [0, 1] be a code coverage metric

code coverage metric gap 0,(P) :=infic7,(1 — 7(t))

smallest diff.: practical coverage ratio vs. theoretical maximum

not computable in Turing powerful languages

more expressive model — more accurate computat. of gap d,

25



Basics

Code Coverage I\/Ietrlc Gap 5

@ let v: Tp — [0,1] be a code coverage metric
e code coverage metric gap J,(P) := infie 7, (1 — (1))

e smallest diff.: practical coverage ratio vs. theoretical maximum

@ not computable in Turing powerful languages

@ more expressive model — more accurate computat. of gap J,
— adequate modeling
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@ symbolic pushdown system(SPDS): ISO-C compatible semantic
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Basics Frame: tep 1
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Suitable Model

@ symbolic pushdown system(SPDS): ISO-C compatible semantic

@ describe SPDS by ISO-C syntax (platform-specific semantic)
e € Expr,”| . s" € stats, s has the following forms:
o x[e1] = eo; writing [e;] into variable x at index [e;]
o f(x1,...,x,);  function call (call by value)
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Suitable Models (basic statements)

@ symbolic pushdown system(SPDS): ISO-C compatible semantic
@ describe SPDS by ISO-C syntax (platform-specific semantic)
e € Expr,”| . s" € stats, s has the following forms:
o x[e1] = eo; writing [e;] into variable x at index [e;]
o f(x1,...,xy);  function call (call by value)
e return; function return

31



Basics Frame: Step St

Suitable Models (basic statements)

@ symbolic pushdown system(SPDS): ISO-C compatible semantic

@ describe SPDS by ISO-C syntax (platform-specific semantic)
e € Expr,”| . s" € stats, s has the following forms:

o x[e1] = eo; writing [e;] into variable x at index [e;]
o f(x1,...,xy);  function call (call by value)
e return; function return

o if (e) goto I';  conditional jump to I’ € labels
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Basics Frame: Step St

Suitable Models (basic statements)

@ symbolic pushdown system(SPDS): ISO-C compatible semantic

@ describe SPDS by ISO-C syntax (platform-specific semantic)
e € Expr,”| . s" € stats, s has the following forms:

o x[e1] = eo; writing [e;] into variable x at index [e;]
o f(x1,...,xy);  function call (call by value)
e return; function return

o if (e) goto I';  conditional jump to I’ € labels
@ not Turing powerful (infinite Kripke structure)
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Symbolic Pushdown System (SPDS)

e SPDS S: global variables vgbl, functions func, main € func
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Basics Fre

rSymboIic Pushdown System (SPDS)

SPDS S: global variables vgbl, functions func, main € func
variable x (array) has integer type bits(x) and length len(x)
each statement has unique label / € labels(S)

fst(f) is first label of function f

state of S: configuration (g, [(/,¢)...]) current execute label /
g:vgbl XxZ — 7, c:vilcl(l) x Z — 7Z ...variable settings

g(x, 1), c(x, i) current value of variable x on index /
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Exact Gap Computation Framework

Given: program P + code coverage metric v : Tp — [0,1]

1 Create SPDS S with ISO-C compatible semantic for P
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Framework Step 1

Exact Gap Computation Framework

Given: program P + code coverage metric v : Tp — [0,1]
1 Create SPDS S with ISO-C compatible semantic for P
2 Modify S to S’ to enable gap analysis
3 Compute exact variable ranges for the new variables in S’
4 Conclude exact size of the gap 4,(S)
5 Conclude size of the gap 6, (P)
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@ map ISO-C statements to basic statements (abbreviations)
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e map ISO-C statements to basic statements (abbreviations)
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Step 1 SPDS I\/Iodellng

e map ISO-C statements to basic statements (abbreviations)

@ other languages similar (e.g. Java using JMoped)
@ higher level concepts can be simulated... (see paper)

e omit returns and labels: introduced during interpretation

e expressions as parameters: evaluate to temporary variables

e return expressions: new global variable irets for function f

e function call in expression:intermediate compiler representation
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Framewo Step 1

Step 1 - SPDS Modeling

e map ISO-C statements to basic statements (abbreviations)

@ other languages similar (e.g. Java using JMoped)
@ higher level concepts can be simulated... (see paper)

omit returns and labels: introduced during interpretation
expressions as parameters: evaluate to temporary variables
return expressions: new global variable irets for function f
function call in expression:intermediate compiler representation
further concepts: unconditional jump, skip statement, random
numbers, conditional statements local variable definitions,
loops (do, while, for), modular arithmetic/integer overflow,
dynamic memory, pointers, call by reference, dynamic arrays
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Step 1 Step 3 Step 2+4 Approximatior Summary

Step 1 - SPDS Modeling

e map ISO-C statements to basic statements (abbreviations)

@ other languages similar (e.g. Java using JMoped)
@ higher level concepts can be simulated... (see paper)

omit returns and labels: introduced during interpretation
expressions as parameters: evaluate to temporary variables
return expressions: new global variable irets for function f
function call in expression:intermediate compiler representation
further concepts: unconditional jump, skip statement, random
numbers, conditional statements local variable definitions,
loops (do, while, for), modular arithmetic/integer overflow,
dynamic memory, pointers, call by reference, dynamic arrays

@ recursion bounded: call by reference + local variables in heap
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Step 3 - Extraction of Exact Variable Ranges

@ model checker Moped: algorithm to create Post™ automaton
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Step 3 Extractlon of Exact Variable Ranges

@ model checker Moped: algorithm to create Post™ automaton
@ Post* accepts reachable configurations (infinite set)
@ map SPDS S to Remopla (input language of Moped)

— exact variable range;(x) = {[x]g ® (g,[(/;c)...]) € Post*(S)}
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Step 3 Extractlon of Exact Var|ab|e Ranges

@ model checker Moped: algorithm to create Post™ automaton
@ Post* accepts reachable configurations (infinite set)
@ map SPDS S to Remopla (input language of Moped)

— exact variable range;(x) = {[x]g ® (g,[(/;c)...]) € Post*(S)}
@ problem: Post*(S) infinite
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Step 3 - problem: Post*(S) infinite

@ solution: restrict on reachable heads h(S) := {(g,(/,¢c)) ...}
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Step 3

Step 3 - problem: Post*(S) infinite

e solution: restrict on reachable heads h(S) := {(g,(/,¢c)) ...}

— finite, because of finite variable types
@ implementation: symbolical computation of...
1 characteristic function g : {0,1}" — {0, 1} for h(S) using
OBDD restrict operation out of Post*
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Step 1 Step 3

Step 3 - problem: Post*(S) infinite

e solution: restrict on reachable heads h(S) := {(g,(/,¢c)) ...}

— finite, because of finite variable types
@ implementation: symbolical computation of...
1 characteristic function ¢ : {0,1}" — {0,1} for h(S) using
OBDD restrict operation out of Post*
2 characteristic function r : {0,1}™ — {0, 1} for range;(x) using
OBDD co-factorization out of h(S)
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Step 2+4

Step 2+4 SPDS Supplementat|on and Exact Gap Inference

Function, statement and branch coverage gap d¢(S), 0s(S) and 0(S)

@ introduce new global variable x ¢ vgbl/(S) ~» SPDS S’
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Step 244 - SPDS Supplementat|on and Exact Gap Inference

Function, statement and branch coverage gap d¢(S), 0s(S) and 0(S)

e introduce new global variable x ¢ vgbl/(S) ~» SPDS S’
@ bits(x) =1,len(x) =1
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Step 2+4 SPDS Supplementat|on and Exact Gap Inference

Function, statement and branch coverage gap 6¢(S), ds(S) and 05(S)

e introduce new global variable x ¢ vgbl/(S) ~» SPDS S’

@ bits(x) =1,len(x) =1

@ observation: x has random value [[x] € {0,1} on each
reachable label (function entry/block entry)
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Step 2+4 SPDS Supplementat|on and Exact Gap Inference

Function, statement and branch coverage gap 6¢(S), ds(S) and 05(S)

introduce new global variable x ¢ vgbl/(S) ~» SPDS S’
bits(x) =1, len(x) =1

observation: x has random value [x] € {0,1} on each
reachable label (function entry/block entry)

@ compute exact range/(x) VI € labels(S’)
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Step 2+4 SPDS Supplementat|on and Exact Gap Inference

Function, statement and branch coverage gap 6¢(S), ds(S) and 05(S)

e introduce new global variable x ¢ vgbl/(S) ~» SPDS S’

@ bits(x) =1,len(x) =1

@ observation: x has random value [x] € {0,1} on each
reachable label (function entry/block entry)

e compute exact range;(x) VI € labels(S’)

e range/(x) # 0 < label I reachable in S

|{I:s€stats(S) e range,sl(x);é‘]]}\
|stats(S)|

= 0s(S)=1-
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Step 2+4 SPDS Supplementat|on and Exact Gap Inference

Function, statement and branch coverage gap 6¢(S), ds(S) and 05(S)

e introduce new global variable x ¢ vgbl/(S) ~» SPDS S’
@ bits(x) =1,len(x) =1
@ observation: x has random value [x] € {0,1} on each
reachable label (function entry/block entry)
e compute exact range;(x) VI € labels(S’)
e range/(x) # 0 < label I reachable in S
— 55(5) —1_ \{l:sEstats(ila:sggr;‘g"ef,(X);ﬁ@}l

. |[{fefunc(S) e ranges 2 (F (x);éV)}\
= 07(S) =1- (TGl
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Step 2+4

Step 2+4 SPDS Supplementat|on and Exact Gap Inference

Function, statement and branch coverage gap 6¢(S), ds(S) and 05(S)

e introduce new global variable x ¢ vgbl/(S) ~» SPDS S’

@ bits(x) =1,len(x) =1

@ observation: x has random value [x] € {0,1} on each
reachable label (function entry/block entry)

e compute exact range;(x) VI € labels(S’)

e range/(x) # 0 < label I reachable in S

|{I:s€stats(S) e range,s,(x);é@}l

= 05(5) =1- [stats(S)]
[{fefunc(S) rangesslt (x)#0}|
= 6r(S)=1- Sy

. |{beblocks(S) e range 2 (b (X)#@}I
= 0p(5) =1- \blocks(S)\f
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Step 2+4

Step 2—|—4 - 5{(5),55(5)‘371(,1 5b(5) s

char y,z; bool x;

void b() {
Ib0: if(y<z)return
Ibl: z=y/z; . . .
Ib2: return; } @ new variable x with bits(x) = len(x) =1
void c() {
lco: if (z = 0)
Icl: 10

zZ =
else lc2: b();
lc3: return; }

void a() {
la0: z=z+1;
lal: c();

la2: return; }

z=0;
11: y=1,
12: b();
13: a();
14: return; }
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Step 2+4 - 5f(5) 5 (5) and 5b(5) llustration

char y,z; bool x;

void b() {
Ib0: if(y<z)return
Ibl: z=y/z; . . .
Ib2: return; } @ new variable x with bits(x) = len(x) =1
@ /2: call function b
void c() {
lco: if (z = 0)
lcl: 10;

zZ =
else 1c2: b();
lc3: return; }

void a() {
la0: z=z+1;
lal: c();

la2: return; }

void main() {

10: z=0;
11: y=1,
12: b();
13: a();

14: return;
; 74
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Step 2+4 - 5f(5) 5 (5) and 5b(5) llustration

char y,z; bool x;

void b() {
IbO: if(y<z)return
Ibl: z=y/z; ) ) .
Ib2: return; } @ new variable x with bits(x) = len(x) =1
@ /2: call function b
void ¢() { @ 1b0: (y < z) ~ false
lco: if (z = 0)
lcl: 10

zZ =
else 1c2: b();
lc3: return; }

void a() {
la0: z=z+1;
lal: c();

la2: return; }

void main() {

10: z=0;
11: y=1,
12: b();
13: a();

14: return;
; 75




Step 2+4 \pproximatior Summar

Step 2+4 - 5f(5) 5 (5) and 5b(5) illustration

char y,z; bool x;

void b() {
Ib0: if(y<z)return
Ibl: z=y/z; . . . B _
Ib2: return; } @ new variable x with bits(x) = len(x) =1
@ /2: call function b
v?id C(z { @ b0: (y < z) ~ false
co: 'Icl(f = 0)10; @ /b1: division-by-zero

zZ =
else 1c2: b();
lc3: return; }

void a() {
la0: z=z+1;
lal: c();

la2: return; }

void main() {

10: z=0;
11: y=1,
12: b();
13: a();

14: return; }
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Step 2+4 - 5f(5) 5 (5) and 5b(5) llustration

char y,z; bool x;

zZ =
else 1c2: b();
lc3: return; }

void a() {
la0: z=z+1;
lal: c();

la2: return; }

void main() {

10: z=0;
11: y=1,
12: b();
13: a();

14: return; }

void b() {

Ib0: if(y<z)return

Ibl: z=y/z;

Ib2: return; }

void c() {

lco: if (z = 0)
lcl: 1

0;

!l e 0 0 @

new variable x with bits(x) = fen(x) =1
12: call function b

1b0: (y < z) ~ false

Ibl: division-by-zero

range? (x) =0 < 1 ¢ {10,11,12,1b0, b1}
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Step 2—|—4 5f(5) Js (5) and 5b(5) llustration

bool x;

char y,z;
void b() {

b0 :
Ib1 :
b2 :

z=y/z;
return; }

void c() {
lco: if (z = 0)
lcl1: z =1

lc2: b();
return; }

a() {
z=z+1;
c():

return; }

main () {
10: z=0;
11: y=1,
12: b();
13: a();
14: return; }

else
Ic3:

void
la0:
lal:
la2:

if(y<z)return

0;

!l e 0 0 @

new variable x with bits(x) = fen(x) =1

12: call function b

1b0: (y < z) ~ false

Ibl: division-by-zero

range? (x) =0 < 1 ¢ {I0,11,12,1b0, Ib1}
5u(S) =1 [{I:sEstats(S) o ranged’ (x)70}] 6%

|stats(S)|
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Step 2—|—4 5f(5) Js (5) and 5b(5) llustration

bool x;

char y,z;
void b() {

b0 :
Ib1 :
b2 :

z=y/z;
return; }

void c() {
lco: if (z = 0)
lcl1: z =1

lc2: b();
return; }

a() {
z=z+1;
c():

return; }

main () {
10: z=0;
11: y=1,
12: b();
13: a();

return; }

else
Ic3:

void
la0:
lal:
la2:

if(y<z)return

0;

new variable x with bits(x) = fen(x) =1
12: call function b

1b0: (y < z) ~
Ibl: division-by-zero

range? (x) =0 < 1 ¢ {I0,11,12,1b0, Ib1}

false

|{I:s€stats(S) o rangels/(x)#@}\
|stats(S)|

[{fEfunc(S) o rangez;(f)(x)#m}\
|func(S)|

5:(S)=1— =67%

5(S)=1—

=50%
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Step 2—|—4 5f(5) Js (5) and 5b(5) llustration

bool x;

char y,z;
void b() {

b0 :
Ib1 :
b2 :

z=y/z;
return; }

c() {
if (z=0)
lcl: z 1
lc2: b(
return ;

a() {
z=z+1;
c():

return; }

main () {
z=0;
y=1;
b();
a();

return; }

void
Ic0:

else );
lc3: }
void
la0:
lal:
la2:

if(y<z)return

0;

new variable x with bits(x) =
12: call function b

1b0: (y < z) ~
Ibl: division-by-zero

range? (x) =0 < 1 ¢ {I0,11,12,1b0, Ib1}

len(x) =1

false

|{I:s€stats(S) o rangels/ (x)#0}|

5(S) =1- [stats(S)]

=67%

B [{fEfunc(S) o rangez:
|func(S)|

(x)#0}]
8¢(S) i)

=50%

|[{bEblocks(S) e rangef‘:(b (x)#0}]

(Sb(s) =1- |blocks(S)]|

=75%
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Step 2+4 \pproximatior Summar

Step 2—|—4 9¢(S), bs (5) and 5b(5) illustration

char y,z; bool x;

zZ =
else 1c2: b();
lc3: return; }

void a() {
la0: z=z+1;
lal: c();

la2: return; }

void main() {

10: z=0;
11: y=1,
12: b();
13: a();

14: return; }

void b() {

Ib0: if(y<z)return

Ibl: z=y/z;

Ib2: return; }

void c() {

lco: if (z = 0)
lcl: 1

0;

new variable x with bits(x) = fen(x) =1
12: call function b

1b0: (y < z) ~ false

Ibl: division-by-zero

range? (x) =0 < 1 ¢ {I0,11,12,1b0, Ib1}

|{I:s€stats(S) o rangels/ (x)#0}|

3s(S) =1~ [stats(S)] =67%
|{fEfunc(S) e ran, s (x)#0}]

(5{(5) =1- \func(s)r"(f) =50%
|[{bEblocks(S) e ran s (x)#0}]

6[,(5) =1- \blocks(sg)\f"(b) =75%

no test suite t with branch coverage vf(t) > 25%
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Step 2+4 SPDS Supplementat|on and Exact Gap Inference

Decision coverage gap 64(5)

@ decision coverage: fraction of edges (a, b) € edges(S)
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Step 2+4 SPDS Supplementat|on and Exact Gap Inference

Decision coverage gap 64(5)

e decision coverage: fraction of edges (a, b) € edges(S)

@ remember last executed basic block using ...
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Step 2+4 SPDS Supplementat|on and Exact Gap Inference

Decision coverage gap 64(5)

e decision coverage: fraction of edges (a, b) € edges(S)
@ remember last executed basic block using ...
@ ...new global variable x ¢ vgb/(S) ~ SPDS S’
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Step 244 - SPDS Supplementat|on and Exact Gap Inference

Decision coverage gap 64(5)

decision coverage: fraction of edges (a, b) € edges(S)
remember last executed basic block using ...

...new global variable x ¢ vgb/(S) ~~ SPDS S’

len(x) = 1, bits(x) = 1 + [loga(|blocks(S)|)]
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Step 2+4

Step 2+4 SPDS Supplementat|on and Exact Gap Inference

Decision coverage gap 64(5)

e decision coverage: fraction of edges (a, b) € edges(S)
@ remember last executed basic block using ...

@ ...new global variable x ¢ vgb/(S) ~~ SPDS S’

o len(x) =1, bits(x) = 1 + [loga(|blocks(S)])]

@ each block b has unique number ny

86



Step 2+4

Step 2+4 SPDS Supplementat|on and Exact Gap Inference

Decision coverage gap 64(5)

decision coverage: fraction of edges (a, b) € edges(S)
remember last executed basic block using ...

...new global variable x ¢ vgb/(S) ~~ SPDS S’

len(x) = 1, bits(x) = 1 + [loga(|blocks(S)|)]

each block b has unique number n,

"1:s" € stats(S) = "1x = npoi(yi I s
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Step 2+4 SPDS Supplementat|on and Exact Gap Inference

Decision coverage gap 64(5)

decision coverage: fraction of edges (a, b) € edges(S)
remember last executed basic block using ...

...new global variable x ¢ vgb/(S) ~~ SPDS S’

len(x) = 1, bits(x) = 1 + [loga(|blocks(S)|)]

each block b has unique number n,

"l:s" € stats(S) = "1 x = npockyi I 1S

!
[{(a,b)cedges(S) o naerangefst(b)(x)}\
|ledges(S)|

= 5d(5):1—
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Step 2—|—4 DeC|S|on coverage gap d4(S) illustration

char y,z;

void b() {
Ib0: if(y<z)return
Ibl: z=y/z;
Ib2: return; }

void c() {
lco: if (z = 0)
lcl: 1

z = 10;
else 1c2: b();
lc3: return; }

void a() {
la0: z=z+1;

=

c0: if (z==0)|b7

e a
lal: c(); o <

la2: return; } 1cl: z-10;/b8 [Tc2: b(); 09

i i Y b11 2
VIO(;d malon 01 *\lc.%:return;)—l»b S [1a2 :return;H,mﬁ
. z=0;
11: y=1,
12: b();
13: a();
14: return; }
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Step 2—|—4 DeC|S|on coverage gap d4(S) illustration

char y,z; int x(4);
void b()
Ib0: x=2;if (y<z){x=3;return;}
Ibl: x=4; z=y/z; 10: z=0;
Ib2: return; } ﬂ %T)l:

b4
void c() { 1b': ;
lc0: x=7; if (z = 0)

lcl: x=8; z = 10; ﬁ? 2:()“1'
else lc2: x=9; b(); ’ .
lc3: x=10; return; } Lc0: if (z==0)]b7
true alse
void a() { lci: 5=10;]b8 [To2: b();]bo
la0: x=6; z=z+1; S es §
lal: c(); h/ b11 b12
a2 - X:(il' return; } '>{103=return;'—1>{b S la2:return; —m14:return;|
void main() { @ value of x represents incoming block nr
10: x=1; z=0;
11 y:].;
12: b();
13: x=5; a();
14: x=12; return; }
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Step 2—|—4 Decision coverage gap d4(S) illustration

char y,z; int x(4);

void b()

Ib0: x=2;if (y<z){x=3;return;}
Ibl: x=4; z=y/z;

Ib2: return; }

void c() {

lc0: x=7; if (z = 0)

lcl: x=8; z = 10 %22 2:()“1’
else lc2: x=9; b(); . .
Ic3: x=10; return; } 1c0: if (2==0)]b7
true alse

void a() { Tol: 2=10;]b8 [Tc2: (b9

la0: x=6; z=z+1; ’ §

lal: c(); h/ b11 b12

a2 : X:(il; return ; } -P{lc3:retuTn;‘EOP{la2:return;Hl4:return;‘
void main() { @ value of x represents incoming block nr

10: x=1; z=0; @ exact rangle,sl(x) indicates incoming blocks

11: y=1,

12: b();

13: x=5; a();

14: x=12; return; }
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Step 2—|—4 DeC|S|on coverage gap d4(S) illustration

char y,z; int x(4);

void b()

Ib0: x=2;if (y<z){x=3;return;}
Ibl: x=4; z=y/z;

Ib2: return; }

void c() {
lc0: x=7; if (z = 0)
lcl: x=8; z 10 1a0: z=z+1;

= lal: B
else lc2: x=9; b(); =
lc3: x=10; return; }

VIOiS a()6{ " Tol: 2=10;]b8 [Tozt B0 ;b
al: x=6; z=z ;
lal: c(); h/ b11 b12
a2 : X:(il; return : } -P{lc3:retuTn;‘EOP{la2:return;Hl4:return;‘
void main() { @ value of x represents incoming block nr
10: x=1; z=0; @ exact rangle,sl(x) indicates incoming blocks
:; g?)l @ decision coverage gap d4(S) = 87%
13: x=5; a();

14: x=12; return; }
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Step 2—|—4 DeC|S|on coverage gap d4(S) illustration

char y,z; int x(4);

void b()

Ib0: x=2;if (y<z){x=3;return;}
Ibl: x=4; z=y/z;

Ib2: return; }

void c() {
lc0: x=7; if (z = 0)
lcl: x=8; z 10 1a0: z=z+1;

= lal: B
else lc2: x=9; b(); =
lc3: x=10; return; }

VIOiS a()6{ " Tci: 7-10;]b8 [Tozt B0 ;b
al: x=6; z=z ;
lal: c(); \/ b11 b12
a2 : X:(il return : } -P{lc3:retuTn;‘EOP{la2:return;Hl4:return;‘
void main() { @ value of x represents incoming block nr
10: x=1; z=0; @ exact rangle,sl(x) indicates incoming blocks
:; }1;7)1 @ decision coverage gap §4(S) = 87%
13 x=5;’ a(); — only 13% of the CFG edges_are coverable

14: x=12; return; }
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Step 2+4 SPDS Supplementat|on and Exact Gap Inference

Condition coverage gap 0.(S)

@ consider every boolean sub-expression e in SPDS S
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Step 2+4 SPDS Supplementat|on and Exact Gap Inference

Condition coverage gap 0.(S)

@ consider every boolean sub-expression e in SPDS S
@ new global variables x. ¢ vgbl(S) ~» SPDS S’
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Step 2+4

Step 2+4 SPDS Supplementat|on and Exact Gap Inference

Condition coverage gap 0.(S)

@ consider every boolean sub-expression e in SPDS S
@ new global variables x ¢ vgh/(S) ~» SPDS S’
@ len(xe) =1, bits(xe) =1
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Step 2+4 SPDS Supplementat|on and Exact Gap Inference

Condition coverage gap 0.(S)

consider every boolean sub-expression e in SPDS S
new global variables x. ¢ vgbl(S) ~ SPDS S’
len(xe) = 1, bits(xe) = 1

"8 = " ixe, = €1 Xey = €25 ... Xe, = €n; 1" 1 S

”
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Step 2+4 SPDS Supplementat|on and Exact Gap Inference

Condition coverage gap 0.(S)

consider every boolean sub-expression e in SPDS S
new global variables x. ¢ vgbl(S) ~ SPDS S’
len(xe) = 1, bits(xe) = 1

S 2 M ixe, = €1iXe, = €25 ..Xe, = €n; ' 1 s;

evaluations of x¢; equivalent to coveraged conditions e;
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Step 2+4 SPDS Supplementat|on and Exact Gap Inference

Condition coverage gap 0.(S)

consider every boolean sub-expression e in SPDS S
new global variables x. ¢ vgbl(S) ~ SPDS S’
len(xe) = 1, bits(xe) = 1

S 2 M ixe, = €1iXe, = €25 ..Xe, = €n; ' 1 s;

evaluations of x¢; equivalent to coveraged conditions e;

> /
Iciabels(s) [ranges; (xe)|

o ecbExpr(l)
= 5C(S) =1- =< E;\BExpr(S)\
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Step 2+4 - Cond|t|on coverage gap 0.(S) illustration

char y,z;
void b() {
Ib0: if(y<z)return;
Ibl: z=y/z;
Ib2: return; }
void c() {
lco: if (z = 0)
lcl: 10;

zZ =
else 1c2: b();
lc3: return; }

void a() {
la0: z=z+1;
lal: c();

la2: return; }

void main() {

10: z=0;
11: y=1,
12: b();
13: a();

14: return; }
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Step 2+4 - Condition coverage gap d.(S) illustration

char y,z; bool x;

void b() {

Ib0: x=(y<z); p:if(y<z)return;

Ibl: z=y/z;

Ib2: return; }

void c() {

lc0: x=(z==0); q:if (z = 0)
lcl: z = 10;

S/
else lc2: b(); @ exact ranglep (x) C {true, false}

lc3: return; }

void a() {
la0: z=z+1;
lal: c();

la2: return; }

void main() {

10: z=0;
11: y=1,
12: b();
13: a();

14: return; }
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Step 2+4 - Condition coverage gap d.(S) illustration

char y,z; bool x;
void b() {

Ib0: x=(y<z); p:if(y<z)return;

Ibl: z=y/z;

Ib2: return; }
void c() {

lc0: x=(z==0); q:if (z = 0)

lcl: z = 10; s’

else 1c2: b(); @ exact ranglep (x) C {true, false}
[c3: return; } ° rangle;f/(x):{false} indicates y < z evals.
void a() {

la0: z=z+1;

lal: c();

la2: return; }

void main() {

10: z=0;
11: y=1,
12: b();
13: a();

14: return; }
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Step 2+4 - Cond|t|on coverage gap 0.(S) illustration

char y,z; bool x;
void b() {

Ib0: x=(y<z); p:if(y<z)return;

Ibl: z=y/z;

Ib2: return; }
void c() {

lc0: x=(z==0); q:if (z = 0)

lcl: z = 10; s’

else 1c2: b(); @ exact ranglep (x) C {true, false}

Ic3: return; } o rangle;f,(x) = {false} indicates y < z evals.
void a() { o rangle;?/(x):(/Jindicatesz:ZOevaIs.
la0: z=z+41,;

lal: c();

la2: return; }

void main() {

10: z=0;
11: y=1,
12: b();
13: a();

14: return; }
103




Step 2+4 \pproximatior Summar

Step 2+4 - Cond|t|on coverage gap 0.(S) illustration

char y,z; bool x;
void b() {

Ib0: x=(y<z); p:if(y<z)return;

Ibl: z=y/z;

Ib2: return; }
void c() {

lc0: x=(z==0); q:if (z = 0)

lcl: z = 10; s’

else 1c2: b(); @ exact ranglep (x) C {true, false}

Ic3: return; } o ranglesl(x) = {false} indicates y < z evals.
void a() { o rangle (x)—@mdlcatesz——Oevals
la0: z=z+1; — condition coverage gap 6c(S) = 75%

lal: c();

la2: return; }

void main() {

10: z=0;
11: y=1,
12: b();
13: a();

14: return; }
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Step 2—|—4 Cond|t|on coverage gap 0.(S) illustration

char y,z; bool x;

void b() {

Ib0: x=(y<z); p:if(y<z)return;

Ibl: z=y/z;

Ib2: return; }
void c()

lc0: x=(z==0); q:if (z = 0)

lcl: z = 10; s’
else 1c2: b(); @ exact ranglep (x) C {true, false}

Ic3: return; } o ranglesl(x) = {false} indicates y < z evals.
void a() { o rangle (x) = () indicates z == 0 evals.

la0: z=z+1; — condition coverage gap 6c(S) = 75%

lal: c(); — only 25% of the conditions are coverable

la2: return; }

void main() {

10: z=0;
11: y=1,
12: b();
13: a();

14: return; }
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Gap Approximation

@ program P equivalent to SPDS S — exact gaps
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@ program P abstracted to SPDS S — approximated gaps
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Gap Approximation

@ program P equivalent to SPDS S — exact gaps
@ program P abstracted to SPDS S — approximated gaps

@ more practical: approximate range;(x) — approximated gaps
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Gap Approximation

program P equivalent to SPDS S — exact gaps

program P abstracted to SPDS S — approximated gaps

more practical: approximate range;(x) — approximated gaps

rangef(x): over-approximation using data-flow analyzes
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Approximation

program P equivalent to SPDS S — exact gaps
program P abstracted to SPDS S — approximated gaps

more practical: approximate range;(x) — approximated gaps
rangef(x): over-approximation using data-flow analyzes

range; (x): under-approximation using test suite
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Gap Approximation

e 6 o6 o

program P equivalent to SPDS S — exact gaps
program P abstracted to SPDS S — approximated gaps

more practical: approximate range;(x) — approximated gaps
rangef(x): over-approximation using data-flow analyzes
range; (x): under-approximation using test suite

replace range;(x) by range,"(x) resp. range, (x)

111



Gap Approximation

Approximation

e 6 o6 o

program P equivalent to SPDS S — exact gaps
program P abstracted to SPDS S — approximated gaps

more practical: approximate range;(x) — approximated gaps
rangef(x): over-approximation using data-flow analyzes
range; (x): under-approximation using test suite

replace range;(x) by range,"(x) resp. range;” (x)

= &jg&/g(xj
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Approximation

e 6 o6 o

program P equivalent to SPDS S — exact gaps
program P abstracted to SPDS S — approximated gaps

more practical: approximate range;(x) — approximated gaps
rangef(x): over-approximation using data-flow analyzes
range; (x): under-approximation using test suite

replace range;(x) by range,"(x) resp. range;” (x)
+ —
= 6 <0, <65

perfect approximation: §. =6
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e 6 o6 o

program P equivalent to SPDS S — exact gaps

program P abstracted to SPDS S — approximated gaps

more practical: approximate range;(x) — approximated gaps
rangef(x): over-approximation using data-flow analyzes
range; (x): under-approximation using test suite

replace range;(x) by range,"(x) resp. range;” (x)
+ —
= 6 <0, <65

perfect approximation: 6 =4

5
exact computation of range;(x) not needed
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Summary

@ presented: framework to compute exact code coverage gaps
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@ presented: framework to compute exact code coverage gaps
@ ISO-C programs mapped to symbolic pushdown systems
— exact range computation (not Turing powerful)

— exact gaps
@ also presented: efficient approximation without exact ranges
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Summary

Summary

@ presented: framework to compute exact code coverage gaps
@ ISO-C programs mapped to symbolic pushdown systems

— exact range computation (not Turing powerful)

— exact gaps
@ also presented: efficient approximation without exact ranges

@ in a similar way: linear code sequence and jump coverage,
jj-path/path coverage, entry/exit or loop coverage
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